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1	Decision/action requested
This pCR adds an evaluation to Solution 5 in TR 33.853, and is kindly asked to be approved by SA3.
2	Reference
[1]		TR 33.853 v0.5.0 (2019-08), Technical report on key issues and potential solutions for Integrity protection of the User Plane
3	Rationale
The counterpart of this pCR has identified that there is a need to deleted the evalution  of solution 5 in TR 33.853 v0.5.0. As a replacement, this pCR adds a new evaluation to the solution 5 in terms of  security, efficiency, and compatibility. 

[bookmark: _Toc513201990][bookmark: _Toc467658313][bookmark: _Toc482970147]4	Detailed proposal
[bookmark: OLE_LINK21]**** Beginning of Change ****

[bookmark: _Toc12597521] 6.5	Solution #5: Integrity Protection of packet header in the User Plane
[bookmark: _Toc12597522]6.5.1	Introduction
This solution addresses key issue #5 (Optionality of integrity protection in UP DRB). The solution only protectes the integrity of the packet header when data rate is over 64kbit/s.

[bookmark: _Toc12597523]6.5.2	Network options affected
This solution is applicable to the following network options:
- Option 2 - NR standalone with 5G Core
 
[bookmark: _Toc12597524]6.5.3	Solution Description
The protocol stack of the user plane in 5G network differs from the protocol stack of the user plane in 4G network in that a Service Data Adaptation Protocol (SDAP) is added as shown in the Figure 6.5.3-1. The role of SDAP [2] is to map the QoS flow to the Data Radio Bearer (DRB) and mark the QoS flow identifier (ID) in the SDAP header. It provides a finer-grained management of QoS than 4G with respect to the user plane data.


Figure 6.5.3-1 Protocol stack
After the user plane packet is encapsulated, the PDCP layer packet format is as follows: 


	Figure 6.5.3-2 Packet format in the PDCP layer
Where HPDCP is the header of PDCP layer, HSDAP is the header of the SDAP layer, and Hdata is the header of the packet. The PDCP sequence number (PDCP SN) in the HPDCP is part of the packet count value COUNT.   To protect the header of the packet, the following parameters are input to the integrity function (e.g. NIA1) to produce MAC-I. 
 - COUNT，
- MESSAGE  
- DIRECTION  
- BEARER  
- KEY 
Where MESSAGE is to be integrity protected, which is the cascade of the HSDAP and Hdata. 
[bookmark: _Toc12597525]6.5.4	Solution Evaluation
 IP header may not be always in the beginning of data payload, the effectiveness of this solution needs to be carefully considered.
The proposed scheme can be evaluated in context of security, efficiency, and compatibility as follows:
· Security
The proposed scheme addresses key issue #5 (Optionality of integrity protection in UP DRB) by integrity protecting the header part of the PDCP data.  Besides the packet header of UP IP signalling messages (DNS query packets) ,  the subsequent IP header of the  data  are integrity protected. Moreover,  the packet headers for some applications that does not have DNS query procedure are also integrity protected.  As a result, the attacks that wants to route the packets to a wrong destination by modfiying the packet header can be prevented. However, this solution does not protect the whole packet, thus the modification on the payload part could not be mitigated.
· Efficiency
This solution provides a means to integrity protect  IP header part of the PDCP data payload.The proposed scheme is more efficiency than the scheme specified in TS 33.501.  This is because only the packet header is integrity protected,while the whole packet is integrity protected in TS 33.501. However, the PDCP layer needs to look inside the PDCP payload to determine the payload type (e.g., non-IP, IPv4 or IPv6) and this adds additional overhead.   
· Compatibility 
This solution faces difficulty to implement as PDCP layer could not identify the type of upper layer data. It could neither recognize whether the data is IP packet or non-IP packet, nor whether IP packet is IPv4 packet or IPv6 packet. That means it is hard to define which part of PDCP head should be intergrity protected.

Editor's note: Further evaluation is FFS
**** End of Change ****


	
 



image1.emf
gNB

PHY

UE

PHY

MAC

RLC

MAC

PDCP PDCP

RLC

SDAP SDAP


Microsoft_Visio_2003-2010_Drawing.vsd
gNB


PHY


UE


PHY


MAC


RLC


MAC


PDCP


PDCP


RLC


SDAP


SDAP



image2.emf
Data Payload H

PDCP

H

SDAP

H

data


Microsoft_Visio_2003-2010_Drawing1.vsd
                                      Data Payload


HPDCP


HSDAP


Hdata



